MultiWAN - Load Balance Failover
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connection 1 connection 2

PCs / servers

Networks and computers in a multi WAN installation
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Finishing pfSense console setup

Awuadians g & wmsuLAN Interface annmiinea pfSense Console Setup

%3 arwnns Web GUI 6793

LAN IP Address

= 192.168.10.1 /24

FTP Helper — Disable the userland FTP-Proxy application

= unchecked
DHCP

"y
DHCP start address

= 192.168.10.10

DHCP end address

= 192.168.10.200

ntwinnndsumslAN szwins pfSense wing Network PC

vimsanasauilasuwanDHCP asmgﬂéfam%avl&i
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Setting up your modems / routers

Router mode setup

External

(ISP assigned)

IP address

-

Internet
Connection 1

DMZ 1

pfSense DMZ1
address
192.168.0.1

. Modem / router

address
192.168.0.254

Modem / router
address
192.168.1.254

External
(ISP assigned)
IP address

'

| omz 2

Internet
Connection 2

pfSense DMZ2
address
192.168.1.1

pfSense

Internal LAN

Modem / router setup for load balancing in router mode

LW alﬁl,ﬁ@ﬂi:ﬁﬂ%mwﬁﬁq@ arTta swanlaRouter Mode 11792 8¢t

aogi1amaae ADSL Router Modem

setiing WAN (WAN1) modem/ | OPTI1(WANZ2) modem/
router router
LANIP address | 192.168.0.254 192.168.1.254
Subnetmask | 255.255.255.0 255,255 255.0
DHCP on on
192.168.0.10 - 192.168.1.10 -
DHCP address fange |0, 168.0.20 192.168.1.20
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General Setting

Primary DNS server

- 1 DNS address &5y WANL
wiw True = 203.144.207.29 w3 a 203.144.207.49

Secondary DNS server

- 1z DNS address &5y WAN2
w3 Public DNS waiss OpenDNS = 208.67.222.222 w3 e 208.67.220.220

Allow DNS server list to be overridden by DHCP/PPP on WAN

- Unchecked - didanasedt azlaitsngments DNS server Tusauwas load
balancing pools

DNS Forwarder

mMIaae sianaliinodan TACCESS aaniiaasln LAN Subnet

Taszunsanslasldsansanauntaaslea AR A AN aWINS

Services --> DNS Forwarder : Enable

- 5an Register DHCP leases in DNS forwarder
- 15an Register DHCP static mappings in DNS forwarder
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WAN configuration

Select Type

. Static

IP address

- 192.168.0.1 /24

Gateway

- 192.168.0.254

FTP Helper — Disable the userland FTP-Proxy application
= checked

Optional (WANZ2) Configuration

Enable Optional 1 interface
= checked

Description
= WAN2

Type
= Static

Bridge with
= None

IP address
= 192.168.1.1 /24

Gateway
= 192.168.1.254

FTP Helper — Disable the userland FTP-Proxy application
= checked
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Setting up Load Balancing pools

Overview

pfSense DMZ1
eddress
192.168.0.1

)

Internet Intemet
DMZ T cornsction 1 Connection 2 bMZ 2
pfSense DMZ2
WAN \WAN 2 address
! nterface irterface / 192.168.1.1

Use these for = = |
les | s ., Gateway Gateway
rules locked to a 192.168.0.254 1921631 254
specific WAN

Use these for* * + « &
rules that prefer
a specific WAN

Uss this forrules - = = - *
that load balance

v v
v

WAN 1 preferred WAN 2 preferred

Internal LAN

mifaa shazdaslin snud Pools

1. One pool swsuload balanced 1514 avswasWANS working
2. One pool g3 prefers WAN 1, azgnlsiila WAN 2 has failed
3. One pool g w¥uprefers WAN 2, azgnlsiiiaWAN 1 has failed
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Setting up the pools

m3aae Pools 7 Services - Load Balancer Taarinnuadneasa’lus

Setting Pool 1 Pool 2 Pool 3
Pool name |LoadBalance  |WANZ1FailsTOWAN2 WAN2FailsToWAN1

.. Round Robin ~ |WAN 2 preferred when |WAN 1 preferred when
Description

load balancing \WAN 1 fails WAN 2 fails
Type Gateway Gateway Gateway
Behavior  Load Balancing |Failover Failover
Port Unused Unused Unused
1st Monitor IP DNS server 1 DNS server 2 DNS server 1
tst ::;reface WAN WAN? WAN
2nd Monitor IP DNS server 2 DNS server 1 DNS server 2
Z”drizze]gace WAN 2 WAN WAN?
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Basic Firewall Rules

vinnnsass Firewall Rules &wsu LAN

Rule Load Balance DMZ 1 DMZ 2
Positionin rule list | Last Top Top(-1)
Action Pass Pass Pass
Disabled Unchecked Unchecked Unchecked
Interface LAN LAN LAN
Protocol any any any
Source LAN subnet LAN subnet LAN subnet
Source OS any any Any
. network:
Destination any 192168.00 24 WAN2 subnet
yes temporarily yes temporarily
Log 0 (see below) (see below)
Schedule none none none
Gateway LoadBalance 192.168.0.254 192.168.1.254
. Make sure DMZ 1 | Make sure DMZ 2
- Everything else . . .
Description gets shared out Frafnc goes to right | traffic goes to
interface WAN2 DMZ
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Setting up for protocols that don't like
load balancing

FTP a:lsimnansaldanwleid afnslausans Load balance snuduassasmirs Rule
Wi a (@wsupfSense 1.2.3 RCL lisasassRules )

Parameter Value
Action Pass
Disabled unchecked
Interface LAN
Protocol TCP
Source: not unchecked
Source: type Any
Source OS Any
Destination: not unchecked

Destination: type

Single host or alias
Address: 127.0.0.1

from (other): 8000

Destination port range 10 (other): 8030
Log checked (dndnwiw)
Gateway Default
Description Route FTP through one working connection
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PPTP VPN Client 1siva95u Load Balance wiuid sanwazdasrnvwa Outhound Traffic
luJeis WANL twinska vinmsasrs Rule §1%30PPTP uas GRE ¢ait

Parameter PPTP Rule GRE Rule
Action Pass Pass
Disabled Unchecked Unchecked
Interface LAN LAN
Protocol TCP GRE
Source: not Unchecked Unchecked
Source: type LAN Subnet LAN Subnet
Source OS Any Any
Destination: not | Unchecked Unchecked
Destination: type | Any Any
Destination port | from : PPTP -
range to . PPTP
Log Checked (cdniiw) Checked (dndn1w)
Gateway Default Default
- Route PPTP through one Route GRE through one
Description

working connection

working connection

pfSense - Loadbalance Failover laastuauuins Package wzu

- Squid Proxy

- Traffic Shaper
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