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[Psec Road Warrior/Mobile Client How-To
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pfSense Configuration

1. fiviiae WebGUI 'lfi VPN > IPsec, Tunnels

- Check Enable IPsec
- Save

2. fiusiu VPN > IPsec, Mobile Clients

\an Allow Mobile Clients wasfvuadA16199 asaa U

Phase 1 Proposal (authentication):
- Negotiation Mode : Aggressive
- Server Identifier :My IP Address
- Encryption Algorithm : 3DES
- Hash Algorithm : SHA1
- DH Key Group P2
- Lifetime : 86400
- Authentication Method : Pre-Shared Key

Phase 2 Proposal (SA/Key Exchange)
- Protocol : ESP
- Encryption Algorithms : 3DES, Blowfish, CAST128, Rijndael (AES)
- Hash Algorithms  : SHA1, MD5
- PFS Key Group : Off
- Lifetime : 3600

- @an Save
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3. ¥inn138319 Pre-Shared Keys

AAnfiufiu VPN > IPsec, Pre-Shared Keys

ARNLAIDIANIY "+" WaYIINNIRI PSK 1wl

- Identifier :1& E-mail address, 15% yourname@yourdomian.com

- Pre-shared Key : fnuasvanin anvtsznavlleie aawinsde n-lngl uas

ST AN B 9

- @8n Save

4. @579 Firewall Rules > IPSec

IPSec - Firewall Rules

Action Pass

Interface IPSEC

Protocol Any

Source Any

Source OS Any

Destination Any

Log Check

Gateway Default

Description Allow all traffic pass [PSec VPN

5. #3719 Static Route tiNal# LAN Subnet 284 Server 813150 Routing lu& LAN

Subnet w83 Mobile Client Vl@Taahagﬂ@Tao

Yinnsavamay Service laglUf Status > Services @asuilain IPsec/Racoon

service ﬁ’lﬁ'\‘iﬁ’m’mag
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Client Configuration

§1%30 Mobile IPsec Client enusaeniiazldlisusny Shrew Soft VPN Client %4

\{Iu Freeware s8935unmai%adia [Psec #1a3g1uiduagnid s1u13n Download lef

www.shrew.net

Shrew Soft Client Config:

1. General Tab:

Host: <l& WAN IP 289 pfSense Box %38 Host 1% sitea.dyndns.biz>

Port: 500
Auto Configuration: Disabled
Adapter: Use virtual adapter and assigned address

Address: (1§ random range s 'laildlau 1w 172.16.0.%)
Netmask: 255.255.255.0

2. Client Tab:

lidaadfsuudasdnlag

3. Name Resolution Tab:

Uncheck Enable WINS
Uncheck Enable DNS

4. Authentication Tab:

Authentication Method: Mutual PSK

Local Identity:

Type: Key Identifier

Key ID: E-mail address

Remote Identity:

Identification Type: IP Address

[X] Use Discovered remote host address

Credentials:

Pre Shared Key: (PSK on server for this e-mail address)

5. Phase 1:

Exchange Type: aggressive
DH Exchange: Group 2
Cipher Algorithm: 3DES
Hash Algorithm: SHA1
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- Key Life Time: 86400

. Phase 2:

- Transform Algorithm: esp-3des

- HMAC Algorithm: SHA1

- PFS: DisabledCompress: disabled
- Compress Algorithm: disabled

- Key Life Time: 3600

- Key Life Data Limit: 0

. Policy:
- UNCHECK Obtain Topology Automatically
- Click Add

- Type: Include

- Address: (1§ Network shunas pfSense Box fiis1¢aams Access 1
192.168.10.0)

_ Netmask: 255.255.255.0 (w3a Netmask la 9 #1350 network 1)

www.laontalk.com | IPSec Road Warriors / Mobile VPN Client How To _



	ipsec-mobile presentation
	IPsec Road Warrior.pdf

